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...SPECIFICATION as an electronic program guide, from a list provider, 
wherein the list has a digitally signed message corresponding to each 
event of the list or guide, the digitally signed message comprises a 
message encrypted using a second public key and a digital signature 
created using a first private key. The method further comprises 
selecting an event from the list; receiving the digitally signed 
message corresponding to the selected event; authenticating the list 
provider; decrypting the message using a second... 

. . .event. 

in accordance with one aspect of the present invention, the steps of 
decrypting the message , receiving the selected event, and 
descrambling the selected event are performed in a removable smart card 

...thereto, the device performs the steps of: receiving an electronic 
program guide having a digitally signed message corresponding to each 
event in the guide wherein each digitally signed message comprises a 
message encrypted using a smart card public key and a digital signature 

created using a guide provider private key; selecting an event from 
the guide; receiving the digitally signed message corresponding to 
the selected event; authenticating the guide provider by decrypting the 
digital signature ; passing the message to a smart card; decrypting the 
message to obtain event information and a symmetric key; storing the 
event information in the smart card and updating account information ; 
receiving the selected event which is scrambled using the symmetric key; 
and descrambling the selected event... 



